RANSOMWARE
IN HEALTHCARE

The Rise of Ransomware in Healthcare

In 2023, 88 million Americans' privacy
IS compromised by healthcare data
breaches.?

Ransomware attacks takeless than
four days to encrypt systems. 2

In 2022, cloud attacks, including phishing,
ransomware, and malware, affected 61%
of healthcare respondents. 3

The healthcare sector has been the top
target for ransomware attacks, with
around 30% of all such incidents
focused on this industry. 4

Between 2020 and 2025 healthcare

will allocate $125 billion to prevent
data breaches.”

Ransomware attacks are expected to

cost $265 billion annually worldwide
by 2031.°
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Phishing/
Spear-Phishing Data Breaches
Attacks
Social Engineering
2nd Generation 4th Generation
Attackers employed encryption to Attackers employ advanced encryption,
lock files, rendering them inaccessible rendering file decryption without ransom
until a ransom was paid. payment nearly impossible.
Early
2000s
1st Generation 3rd Generation 5th Generation
Attackers displayed a ransom Noted a shift to exclusive Attackers employ
message, alleging the victim's cryptocurrency use for ransom Al and ML to evade detection,
computer was locked, and payments, complicating tracking. identify system weaknesses, and
demanded payment for unlocking it. exploit victims
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Hackers steal social security numbers, hirth HeA Hr:ﬁ]'}:rfa;:ﬂd;;‘;'s"”S data breach affecting as many
dates and more on CalPERS, CalSTRS retirees

Rhysida claims ransomware attack on Prospect Medical, threatens cOmmonSpirit Health Ransomware
to sell data Attack Leads to $150M in Losses To
Date

As previously reparted, CommonSpirit Health suffered a
ransomware attack in October 2022 that impacted facilities across
its network.

Challenges of Ransomware
In Healthcare

Disruption of Reputation Regulatory
operations damage non-compliance
: : Difficulty in
Financial impact Risk to patient prevention &
safety .
detection

HCTI Ransomware Prevention
& Protection Solution

Focus on proactive risk
management,
vulnerability assessment,
and attack mitigation

Multifaceted
Strategy

Commitment
to
Cybersecurity

Preparedness
and Resilience

Equip to withstand and Demonstrate unwavering
recover from dedication to safeguarding
ransomware attacks critical healthcare data
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Healthcare Triangle's Ransomware Prevention and Protection initiative
focuses on equipping providers with tools and knowledge to counter
ransomware, ensuring secure and efficient healthcare systems.

— Lena Kannappan, Co founder, Head of Business and Strategic Partnerships,
Healthcare Triangle.
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Reinforcing Healthcare Progress”

For more information, visit www.healthcaretriangle.com



